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ncreasing interest in use of routinely collected data for research has been paralleled by a rising interest in using electronic health record (EHR) data for health research, as such records have become more widely used in clinical practice. 1 In Canada, adoption of EHRs has been patchy and hampered by fragmentation of the health care system, variable funding streams, and different priorities of individual provinces and territories. 2 However, both the government, by supporting the Canada Health Infoway, and nongovernmental organizations, such as the Canadian Medical Association and Canadian Pharmacists Association, have identified national adoption and interoperability of EHRs as a priority. 2 A national EHR infrastructure could revolutionize health research in Canada and worldwide if EHRs were used to facilitate large-scale randomized studies. Traditional randomized controlled trials (RCTs) are often costly, and frequently use strict inclusion and exclusion criteria and standardized settings, which may mean that study findings are not generalizable to all populations. 3 However, randomization within EHRs could allow largescale pragmatic RCTs to be conducted within the routine care setting, offering almost perfect generalizability of their findings. 1, [4] [5] [6] [7] Such an approach would transform the evaluation of health care interventions, allowing continuous learning from series of systematic evaluations of variations of health care procedures and policies, with aggregated and shared information continuously fed back into the original systems (the "learning health care system"), and allowing agile improvements in clinical care, service delivery and the health system. 8 We outline the potential benefits and difficulties of conducting RCTs using EHRs, drawing on a systematic evaluation of existing trials. 7 
How are EHRs currently used in clinical research?
We recently evaluated systematically the current use of EHRs for RCTs (Box 1). 7 We distinguish 2 general types of EHR-based RCTs: conventional trials, in which patients are recruited or outcomes are collected via EHRs (EHR-supported trials), and EHR-evaluating trials that depend on the EHRs to actually deliver the intervention. Although most RCTs currently evaluate the EHR technology itself (e.g., by testing if adding an alert to a prescription software would reduce the rates of prescription mistakes), some RCTs have successfully used EHRs as supportive tools to facilitate recruitment and assessment of outcomes while testing an intervention not related to the EHR technology itself (e.g., by assessing rates of cardiovascular events after a particular complex intervention 9 ). Most EHR trials are currently performed in North America, where the uptake of EHRs has been promoted heavily by many stakeholders, and large health management organizations (e.g., Kaiser Permanente in the United States) have been developing their EHR infrastructures for several years.
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How can an RCT be conducted within an EHR? 
KEY POINTS
• Randomized controlled trials (RCTs) using electronic health records (EHRs) can be directly integrated in routine care and allow large-scale and pragmatic trials with almost perfect generalizability.
• Currently, EHRs are mostly used in RCTs as part of the intervention, for example, when decision-support systems are evaluated as modifications or additions within the EHR infrastructure.
• Increasingly, EHR infrastructure is leveraged for patient recruitment or outcome assessment to support trials that assess conventional interventions.
• Randomized controlled trials within EHRs may address the limitations of traditional RCTs by increasing generalizability, reducing costs and time, expanding the research fields and allowing a democratization of research agendas. and computerized physician order entry systems (definitions in Table 1 ). This is done by identifying at-risk patients and flagging them, by monitoring the ordering system and submitting alerts in case of discrepancies, by displaying guidelines and advice through the EHRs, or by providing auditing and feedback of health care performance. Thus, these trials mostly evaluate system-level as opposed to patient-level interventions; the latter can be assessed, for example, by leveraging personal health records, telehealth or electronic patient-reported outcomes ( Table 1 ). All of these interventions may require additional software development and hardware that may, in turn, increase logistical difficulties and costs, particularly in telehealth trials.
Trials supported by EHRs, on the other hand, can be conducted in widespread EHR networks, such as the Veterans Affairs health system. 13 Using EHRs for recruitment, typically with a retrospective procedure of simple backward querying of the EHR database, can help to obtain a list of possibly eligible patients. 4 Some trials promote concurrent recruitment by sending an electronic message to the clinician or an automatically generated letter to the patient directly, 14 and others use a more sophisticated data-mining approach to scrutinize the pharmacy EMR to flag particular patients, such as those with poorly controlled asthma 15 (Boxes 2 and 3). • There are some examples of RCTs supported by using EHRs for patient recruitment and outcome assessment alone.
• Most originated from North America (the United States and Canada).
• Most trials were published recently (median publication year 2012).
• Trials supported by EHRs cost between US$44 and US$2000 per patient.
Note: EHR = electronic health record, RCT = randomized controlled trial. EHRs are electronic platforms that contain health-related data collected during medical care in practices, clinics and other medical settings from various sources, connected to form a network of patient clinical data. EHRs can also incorporate software that allow straightforward physician ordering practice (CPOEs), even including safety features, or that guide physicians through clinical decision-making with up-to-date guidelines (CDSS).
Electronic medical record (EMR)
EMRs are routinely collected data sources that contain standard medical and clinical data gathered during medical care in an individual location of a practice, clinic or other medical setting. When the data are shared among different locations and units, it becomes a network and is considered an EHR (i.e., an electronic chart system in a primary care practice that cannot be accessed by any other entity is an EMR, whereas a hospital system in which laboratory data, affiliated clinic charts, etc., are all accessed under 1 platform is an EHR).
Application Clinical decision-support system (CDSS)
A CDSS is an application that supports health providers in performing health care by mining data of an EHR or EMR, and providing guideline-specific recommendations. These systems can often identify errors or missing data, and display alerts or messages through the EHRs.
Computerized physician order entry (CPOE) system CPOE systems are electronic ordering technologies in which physician orders can be entered and processed in a computerized way, often mimicking the workflow found in clinical settings. CPOE systems can be more advanced and identify ordering mistakes, display preferred treatments by individual patient EHR query, or even set up blocks with medication-interaction orders.
Personal health record (PHR)
PHRs are electronic platforms (often online interfaces such as websites) that securely store patient's health information and allow patients to engage actively in their own health. Often, they can add information to a PHR, can exchange it with health providers, see test results, make appointments or receive educational information. We consider PHRs to be only those platforms that are tethered to an EHR, where information can be exchanged in both directions (otherwise, if patients are simply adding data but not viewing any of their data, we consider it an ePRO).
Telehealth
Telehealth is the use of telecommunication technologies (telemonitoring) to improve the provision of care. This allows for care to be provided at a distance and therefore to maintain clinical contact with patients at home without requiring the same amount of resources to be dispensed. Examples of telehealth are blood glucose-monitoring machines tethered to an EHR that integrate blood glucose levels (taken by the patient at home) into the EHR automatically (and can send an alert in the EHR interface to the clinician if the values are out of a predefined range and action must be taken), and, increasingly, mobile health data collected by wearable devices.
Electronic patientreported outcomes (ePROs)
ePROs are health-related data recorded by the patient themselves in electronic form, often through a website or application. Whereas ePROs have often been used in clinical trials, we also consider ePROs to be any data that have been collected by the patients themselves and tethered to an EHR or PHR. An example would be a patient pain diary, in which a pain score and information are entered daily on a website or via a smartphone application, and these data are added to an EHR, which the clinician can monitor and consult during a visit.
*These definitions are our own working definitions used for this project and have been adapted from HealthIT.gov 11 and CMS.gov. 12
How can RCTs conducted within EHRs help to address the limitations of traditional RCTs? Costs
Randomized controlled trials are often expensive to conduct, but this is not because of their nature or study design. It is possible to conduct trials at low cost with high impact on patient care using smart designs and framing clear and simple research questions. 6, 19 The high burden of tasks involved in the development and maintenance of data collection is a main driver of trial costs, and setting up a specific data-collection infrastructure can be difficult in many medical settings. Innovative use of EHRs can reduce the costs associated with data collection in trials. We found a trend of substantial cost savings by using fully automated EHR-driven data. 7 For example, the per-patient costs reported in a trial using fully automated EHR infrastructure was US$44, 15 compared with US$2000 per participant in a less wellautomated trial. 20 We provide more information on costs, including more reasons for such cost differences, elsewhere. 
Time
Even when funds are not an issue, just the decrease in logistical difficulties themselves, particularly in large RCTs, could be worth extracting routinely collected EHR data. Trials could be set up earlier and results obtained much faster. Ideally, results could be collected in real time, and first results could possibly be obtained even days after the implementation of changes. For example, the impact of certain control measures in infectious disease outbreaks could be directly assessed by using information centrally collected by EHRs.
Recruitment
One of the largest advantages of using EHRs for clinical trials may be their facilitation of patient recruitment and of outcome assessment. Randomization can occur directly from the EHR during a patient's visit, minimizing any disruption of the flow of clinical care 21 ( Figure 1 ). Recruiting patients through the EHR allows prescreening for eligibility before approaching any potential participant, thus reducing effort required to enrol an appropriate patient sample. Rapid consecutive enrolment could favour recruitment through automatic screening and selection of partici pants within the EHR database 4, 21 (Figure 1 ), which could boost and speed up recruitment in trials requiring large samples. Poor recruitment is the most frequent reason for trials to be discontinued before reaching the required sample size, and overestimating the prevalence of eligible patients is the most frequently reported reason for recruitment failure; 22, 23 such trials waste many resources. Using EHRs to predict recruitment rates and as a recruiting framework is an innovation that may lead to enormous cost savings in research.
Outcomes
The ability to assess outcomes without having to measure or collect them in a dedicated data-collection system is another appealing advantage of using EHR data for RCTs. A frequently raised argument against clinical trials is that it would require too much time and too many patients to measure patient-relevant outcomes such as clinical events or death. However, outcomes such as stroke, myocardial infarction, hospital admissions or serious adverse effects are typically recorded in EHRs, and therefore the data are readily available. Evaluation of outcomes that are most relevant to decision-making in clinical care may also be encouraged when EHRs are used for large pragmatic trials. Trials that are more mechanistic in design (i.e., those aiming to better understand biological pathways and treatment mechanisms) could also • Patients with asthma or COPD were recruited in GP practices and asked if they would agree to be randomly assigned to receive a proprietary combination inhaler for asthma and COPD or usual care.
• Most outcome data were routinely collected from EHRs over 12 months.
• Overall, > 80 GP sites and > 130 community pharmacies participated.
Bereznicki 2008
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• 1551 patients were included between 2006 and 2007 to explore the effect of a data-mining application of medication records to improve asthma management.
• Pharmacy EHRs queried for patients nonadherent to asthma medication.
• Pharmacists collaborated with clinicians to improve medication adherence.
• 35 pharmacies participated.
Note: COPD = chronic obstructive pulmonary disease, EHR = electronic health record, GP = general practitioner. Tamblyn 2015   17 • The study was performed in the Quebec region and involved 81 primary care physicians and 4447 patients.
Box 3: Examples of randomized controlled trials from Canada evaluating electronic health records
• Physicians received access to an asthma decision-support system, which identified patients with poorly controlled asthma and displayed evidence-based advice on management.
• After 3 to 33 months, the patient's use of asthma medication was monitored in the EHR.
Price 2017
18
• The study was performed in British Columbia and involved 28 physicians and 23 976 older patients.
• The study assessed the development of 40 prescribing rules in the EHR, aiming to reduce potentially inappropriate prescriptions.
• After 16 weeks, the rates of potentially inappropriate prescriptions were assessed, as well as physicians' experiences (mixed-methods approach).
Note: EHR = electronic health record.
benefit from using EHRs that include real-time information from wireless devices and monitoring systems, such as body weight, temperature, blood pressure or other vital parameters.
Expanding the scope of research and democratizing research agendas
Another advantage of using EHRs for prospective clinical research is that they offer a wide palette of options to answer research questions. For example, patient involvement may be expanded, evaluated and optimized by using personal health records (i.e., records that allow patients to receive important health information, to access their clinical data and to monitor progression of their health). 24 It is now possible to connect telemedicine equipment, such as blood glucose-monitoring devices, via wireless data transmission to EHR systems, sending clinical parameters directly to the patient charts and allowing for remote monitoring of the patient clinical status. 25 This information could be used for novel care models, which can be directly evaluated and optimized, to achieve system learning from innovation and evaluation. Furthermore, the ranges of interventions that can be assessed through EHRs are unprecedented. Electronic health records allow the add-on of interventions or software directly in the workflow of the clinical team, enabling clinicians to become the research team. Electronic health records open the doors to point-of-care trials, 21, 26 or trials embedded in clinical care, in which patients are automatically assessed for eligibility, included and randomly assigned directly at the clinician's side. Trials based on EHRs also lend themselves to the evaluation of nondrug treatments and interventions for which there is little evidence. For example, in the areas of speech therapy or physical therapy, patients could be assigned to different therapy regimens versus standard regimens, and evaluation of effectiveness and even cost-effectiveness can be conducted using outcome data from the EHR.
What are the limitations of carrying out RCTs within EHRs?
Infrastructure costs
Initial investments associated with implementing an EHR infrastructure that can facilitate research may be substantial. 27 Although research stakeholders may save resources in the longer term, health care institutions may balk at the high cost of setting up and maintaining the infrastructure.
Interoperability
The technological potential of EHRs has developed more quickly than health care systems have been able to adapt and implement them, which has created an often fractured and unequal distribution of technologies across different jurisdictions, health care
Patient identification and recruitment
• The EHR database can be leveraged to screen for patients with specific characteristics.
• A recruitment message can be sent to them or their clinicians directly.
Participant consent and randomization
• The informed consent can be obtained electronically or even bypassed in certain trials.
• Randomization can occur directly in the EHR, displaying the group assignment to the clinician.
Intervention
• System-level interventions through the EHR can redirect clinician behaviour (CPOE/CDSS).
• Personal health records can be used as interventions directly targeting patients.
Outcome assessment
• Electronic patient-reported outcomes can be collected.
• Several outcomes can be extracted from the EHR database, such as length of hospital stay, adverse events and other clinical end points.
Extended follow-up
• EHRs allow for long-term outcomes to be assessed.
• Extended follow-ups are possible, even a er many years (valuable in postapproval studies). systems or facilities. A frequent limitation is the lack of interoperability of the EHR systems. 28 Although 2 hospitals may well be routinely collecting useful clinical data using an EHR, it may be difficult to link 2 different systems to facilitate data collection and analysis in multicentre and international trials. With increasing uptake of EHRs, greater efforts will be needed to increase and promote their interoperability. Developers of EHRs and researchers would also need to come together and converge their interest. 28 Nonetheless, even with perfect interoperability, EHRs do not often contain the complete medical history and health picture of patients, and trials using EHRs might require either a combination of data sources or a supplementation with active data collection.
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Standardization and data quality
Probably the largest limitation of using EHR data for research is that collection of data that is not primarily intended for research purposes naturally leads to problems of poor standardization both in the type of data collected and in the quality of data collection. 30 When clinical staff enter information in electronic charts they often use free-text boxes; these data are typically not easily linked to electronic case report forms or trial databases. Text recognition, advanced algorithms and machine learning could help with data extraction, and artificial intelligence may help to streamline information. 31 However, the completeness and granularity of the data may be compromised. 32 Sometimes, clinical notes and discharge letters include context-related and "between-the-lines" information, which may be difficult to capture automatically. Because data collection for EHRs will always be oriented toward the individual patient, its format and intervals might never match those expected by clinical trials protocol; this requires that trialists give careful thought to their research question and potential adaptation of the design of their study. 29 Different EHR systems, different staff members and different settings will probably all influence the detail and accuracy of data available for study. It is important that this is carefully considered and evaluated during the trial setup. Ideally, the accuracy of each data item, possible biases and misclassification risks are well described and quantified. Health care providers may need to be educated to understand the importance of proper documentation for the patient's well-being, particularly for important patient-relevant clinical outcomes. As the clinical workforce becomes more accustomed to using EHRs, it is reasonable to anticipate that the quality of EHR data available to researchers may improve. A continuous exchange between researchers and information technology specialists will likely be required to align the data format needs of researchers with the technical data-processing options and possibilities. In any case, the need for accurate data in randomized trials using EHRs is lower than in nonrandomized studies, which must measure much more information on potential confounders to ensure sufficient statistical adjustment.
Privacy, data security and ethical considerations
Finally, there is a need to consider the complex and multifaceted ethical and privacy issues related to using EHR data for research. Different consent systems may be necessary, for example, consent that is given for the data use and sharing on one hand (e.g., as in a cancer registry), and for the implementation of interventions on the other hand. Obtaining informed consent for automated trials conducted within EHRs may be difficult. 4 It remains to be discussed whether informed consent needs to be acquired when only variations of usual care are explored. 7 A disconnect exists between modern trials using EHRs and structures created for traditional RCTs (e.g., requirements of institutional review boards); however, with more examples of such trials being performed, it is likely that processes will alter and align. Further research and constructive dialogues among all stakeholders on this issue are urgently needed.
Data security remains paramount. 33, 34 Health care organizations are often caught between the desire to share EHR data for research advancement and the risk of data breaches in doing so. Introduction of innovative technologies in health care networks, such as big data analytics (with accompanying loss of anonymization 35 ) or blockchain databases (with a potential increase in data safety as well as immutable audit trail 36 ), will influence discussions on privacy and confidentiality of patient data.
Conclusion
Electronic health records have enormous potential to increase and to change the capacity of clinical health research by facilitating RCTs in the real-world setting. Many RCTs have successfully evaluated within-EHR interventions, recruited patients or assessed clinical end points with minimal patient contact. Uptake of EHRs is likely to increase in all health care settings, which will increase the amount of data available for research. Nonetheless, various stakeholders will need to be involved in ensuring that EHR implementation suits both the clinical workflow and clinical research requirements. We need EHR systems that ensure interoperability, provide standardized and high-quality data, and carefully address privacy and data security issues.
